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1. Khai nigm TMDT
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1. Khai niém TMDT
. 2. Sw phat trién éﬁa Internet
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1. Khéi niém TMDT
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1. Khai niém TMDT

mua dé la: Mua hang dién tir; Marketing dién tir; Hop dong dién
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2. Pic diém va phan loai TMDT
AL Pic diém ciia TMDT

*%\\»d I cua thu’()’ng mai dlen tir Ia khong gibi. han Ve khoang CaCh dia Iy nen

g}i
G




& Loi ich VA h'z.ln' ché cuia TMDT
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3.1.2. P6i v6i nguoi tiéu dung

.- Vuot gi6i han ve khong gian va thoi gian.
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3.1.3. Doi v6i x4 hoi

L\%‘ dong truc tuyén. TMDT tao ra mol truong dé lam viéc, mua
,{»_;"'A giao dich... tr Xa nen giam viéc di lai, 0 nhiém, tal nan.
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fai Han ché ciia TMDT

- 3.2.1. Vé mit thu:o*-ng'mai.
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3:2.2. Vé miat k¥ thuat
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1. Hop dong dién tir

.

qu dbng dién tir 14 loai hop ddng ma cac bén tham gia thoa thuan v
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thng diém can Chu y khi st dung hop dong dién tir
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2. Thanh toan dién ti

$¥ hanf toan dién tir 13 viéc st dung, chuyén giao va thanh toan tién
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- Thanh toan dién t&, hay con duoc goi la thanh toan truc tuyén, 1a mot hin

hu:c thanh ton trén Internet, cho phép ban thuc hién cac.giao dich tai chin
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- Lgi ich ctia thanh toan dién tir
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CHUONG I11. AN TOAN THONG TIN TRONG TMDT
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CHUONG I11. AN TOAN THONG TIN TRONG TMDT
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M6t sé khai niéem vé ATTT

An toan théng tin mang 1a su bao vé thdng tin, hé thong thong ti
mang tranh bi truy nhap, sir dung, tiét 16 (Confidentiallity), gian
(Availability), stra doi (Intergrity) hoic pha hoai trai phép nham
dam tinh nguyén ven, tinh bao mat va tinh kha dung caa thong t
(Luat ATTT)

NOi cach khac, dam bao an toan thong tin
la dam bao ba thudc tinh sau:

- Tinh bi mat (Confidentiallity)

- Tinh toan ven (Intergrity)

- Tinh san sang (Availability)

AVAILABILITY




Mot s6 khai niém vé ATTT (2)

» Tinh bi mat (Confidentiality): La dam bao thong tin
duwoc truy xuat béi nhirng doi twong duoc cap quyén.

» Tinh toan ven (Integrity): La duy tri va dam b3ao tinh
chinh xac va nhat quan caa dir liéu trén toan bo vong
doi cda no.

» Tinh san sang (Availability): Thong tin phai san co khi
can thiét, khong bj gian doan déi vai déi tuwong co
quyén truy xuat. \

% An ninh mang: la sy bao dam hoat déng trén khéng gia
mang khéng gay phwong hai dén an ninh qubc gia, tr
tw, an toan xa hoi, quyén va lgi ich hop phap cda ¢
quan, t6 chirc, ca nhan. (Luat ANM)




Tai sao can bao vé bi mat nha nwéc

» Ké tir nam 2001 dén thoi gian gan day c6 840 vu 1, mat bi
mat nha nudc

» Tai licu bi 10 gdm c0 ca tai liéu Tuyét mat, va Ti mat (lién
quan dén chu truong giai quyét tranh chap, duong 161, chinh
sach...)

» Hinh thuec 10:
» Qua thong tin, lién lac
» B4o chi, xuat ban
» Quan hé quoc té




Vay, bi mat nha nuéc la gi

» Khai niém: La thong tin ¢6 ndi dung quan trong do ngudi ding
dau co quan, to chitc c6 tham quyén xac dinh cin ctr vao quy
dinh ctia Luat ndy, chua cong khai, néu bi 19, bi mat co thé gay
nguy hai dén loi ich quoc gia, dan toc.

» Khéi niém trén 1a s& ctr dé phan biét voi cac loai bi mat Khac,
nhu bi mat cong tac, bi mat doi song riéng tu, bi mat gia dinh,
bi mat kinh doanh



Nguyén tac bao vé bi mat nha nwéc

» Dat dudi sy lanh dao cua bang Cong san Viét Nam
» L& trach nhiém cua moi co quan, t6 chirc, ca nhan
» Xir ly nghiém hanh vi vi pham

» Béao dam quyén tiép can cua cong dan




Cac hanh vi bi cam

» Lam 16, chiém doat, mua ban bi mat nha nuéc
» Lam sai léch, hu hong, mat tai liéu, vat chira bi mat nha nuéc

» Soan thao, luu triy tai liéu co chira noi1 dung bi mat nha nud
trén may tinh hoac thict bi khac da két noi hoac dang két noi
mang Internet, mang Internet, mang vién théng

» St dung thiét bi ¢ tinh ning thu phat tin hiéu, ghi am, ghi hi
trong hoi nghi, hoi thao, cudc hop c6 noi dung bi mat nha nude

» Dang tai, phat tan bi mat nha nudc




2. Riii ro vé ATTT trong TMPT

o tokopediatt
17387322 N #gnail.com 1 1 N \N
17387328 N ~al9§gmall.con N \N
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17387336 N 16ggmail. com 1 21 N
65146845 W 3198gmail.com \N 1 N W W N
30902566 N s@gmail.com N 1 ) W \N N N
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Dir liéu nguoi dung bi 16 thong tin




Riii ro tir tan cong Phishing

Tan cbng theo hinh thitc lra déo
Phishing lubn la mot trong nhitng rui ro
bao mat pho bién hang dau cua thuong
mai dién tir. Ké tan cong thuong st dung
email, tin nhan pop-up hay trang web gia
mao ngan hang, trang web giao dich truc
tuyén, Vi dién tir, cac cOng ty thé tin dung
dé Itra nguoi dung chia sé cac théng tin
nhay cam nhu: tai khoan & mat khau ding
nhéap, mat khau giao dich, thé tin dung, tai

khoan ngan hang




Rdi ro gian lan thé tin dung

RGi ro gian doan hoat déng cla

website

Réi ro vé bao mat dir liéu




AN TOAN THONG TIN TRONG PHAT TRIEN BEN VO'N

1. Bao mat hé thong thanh toan

2. Bao mat hé thong website

E-C@MMERCE.
g (' 0 -



AN TOAN KHI THANH TOAN TRUC TUYEN

.

ONLINE PAYMENTS PROTECTION BB O 000000 G G




An toan khi thanh toan truyc tuyén (1

1- Thanh toan trwc tuyén la gi?
Thanh toan trwc tuyén la dich vu giup khach hang thanh to
gua Internet khi mua hang

2- Cac hinh thirc thanh toan trwc tuyén
(1) Thanh toan bang thé

(2) Thanh toan qua cbng thanh toan (vd, F@st MobiPay)

(3) Thanh toan bang vi dién t& (vd, Vi dién t& Mobivi — Ngan han
BIV) K
(4) Thanh toan bang thiét bi di ddng théng minh (vd, lién két
theo mé hinh Mobile Banking — Hé thong ban hang — Nguoi
tieu dung)



An toan thanh toan tryc tuyén (2)

(5) Thanh toan qua truyén khoan ngan hang

3- 10 khuyén nghi dam béo an toan khi thanh toan true tuyén

(1) Hay kiém tra k¥ ludng xem nguoi ban 12 ai?

Truong hop mua san pham tir ngudi ban ma trude diy chua ting thyuc hién giao
dich thi hdy diéu tra thdng tin cua ho. Nhin thodng qua c6 thé dé la trang we
khong doc hai nhung thuc té trang web nay cd thé lai la trang web Lira dao

(phishing). B¢ chuan bi trude cho trudng hop €6 van dé phat sinh khi giao dic
va thanh toan thi hdy ghi chu trudc cac thong tin nhu dia chi cira tiém, s6 dién

thoai, dia chi thuc té.




An toan thanh toan trwc tuyén (3)

(3) Kiém trang web c6 hop phap khong?
Trwde khi nhap théng tin ca nhan va théng tin tai khoan
thanh toan khi thwc hién mua sam trwc tuyén, hay kiém tra
xem trang web do co an toan hay khong. Thong tin can kiem
tra:

- Kiém tra ky lwéng tén mién
- An danh: Chrom Ctrl + Alt + N, Firefox Ctrl + Alt + P

- Kiém tra khoa xanh (CA)

C | @& Secure | https://bidvsmartbanking.vn

Lpps English Security Ham ba ldng Music FPT Program G

BIDV SmartBanking @
Ung dung ngdn hang théng minh



An toan thanh toan trwc tuyén (3)

Khéng lwu thong tin dang nhap trén trinh duyét => chon
“Khéng bao gi¢”
Thoat ra khi khéng con s dung

TRADE OF VIETMAM [VM] | https://www.vietcombank.com.vn/IBanking2015/da4a9962effcb857a021778991cb... ' ©& ¢ ¢

. x
Ban cé mudn luu méat khau khdng?

Ngén hang truc tuyén

= Ll Tén ngudi ding ‘8232425524
VCB - iBenki

Mitkhiu = sessssssssss ©

Khéng bao gid

Chuyéntién = Thanhtoan @ Tiét kiém trwc tuyén | T




An toan thanh toan trwc tuyén (4)

(4) Khi str dung USB Token cho viéc thanh toan
- Gitr gin tranh danh mat
- Khéng dé 16 ma

- An toan truw¢c khi nhap ma




An toan thanh toan trwc tuyén (5)

(5) Cai dat phan mém Anti-virus dé chéng danh cap théng
tin tai khoan, théng tin thé tin dung

(6) Khédng nén sir dung mang wifi cong cdng dé giao dich
thanh toan, khdng dung may tinh hay céac thiét bj théng
minh cua ngwdi khac cho viéc thanh toan

(7) Nén in va lwu lai man hinh xac nhan cudi cung khi dat
hang lam ching tir hop 18, néu phat sinh tranh chap hoac
tra soat vé sau

(8) Chul thé tuyét ddi khdng tra 1, khédng cung cap théng tin
thé khi nhan dwoc yéu cau qua cac kénh email, dién thoai,
website c¢6 dau hiéu nghi ng®



An toan thanh toan trwc tuyén (6)

(9) Bang ky dich vu BSMS cho thé va kiém soat chat ché chi tiéu
phat sinh tir thé

(10) Lwu thong tin trung tam ho tror khach hang dé khi co van de bat
thwong can 1ap tirc nhé ho tro






